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Supply Chain Risk 
 

Introduction 
 

Definition of Supply Chain Management 
Supply Chain management has been defined as encompassing the disciplines of Logistics, Procurement 

and Planning.  It is distinguished from being only the accumulation of these functions by its focus on 

coordinating across organisational boundaries using a common planning process.  A more formal 

definition of Supply Chain Management provided by the Council of Supply Chain Management 

Professionals (CSCMP) defines Supply Chain Management as: 

άSupply chain management encompasses the planning and management of all activities 

involved in sourcing and procurement, conversion, and all logistics management 

activitiesΧέ ό/{/at ǿŜōǎƛǘŜ http://cscmp.org/aboutcscmp/definitions.asp)  

From a graphical point of view the following representation is often used to illustrate a supply 

chain: 

 

This model which was developed by the Supply Chain Council in the USA provides a good understanding 

of the thinking but falls down when we compare it to day to day supply chains which are significantly 

more complex.  In fact many practitioners and academics now accept that what we in fact have are 

Supply Networks where firms are engaged in a complex web of suppliers, customers and service 

providers with some falling into several categories at need.  This more chaotic arrangement is shown 

below: 

http://cscmp.org/aboutcscmp/definitions.asp


 
 

3 
 

 

 

Also important in thinking about supply chains and how they work is the areas of relationships, 

collaboration and change. Professor Martin Christopher commented that ά{ǳǇǇƭȅ Chain Management by 

definition is about the management of relationships across complex networks of companies that whilst 

ƭŜƎŀƭƭȅ ƛƴŘŜǇŜƴŘŜƴǘ ŀǊŜ ƛƴ ǊŜŀƭƛǘȅ ƛƴǘŜǊŘŜǇŜƴŘŜƴǘέ.  This reinforces the fact that firms need to think 

about not only the direct relationships they have with customers and suppliers but the other 

relationships theses parties have up and down the supply chain. 

Despite what some might think almost all businesses are part of a supply chain.  Even service 

organisations have supply chains in that they have customers and suppliers and those people in turn 

have other relationships with customers and suppliers.  Just because the criteria for flows of material 

and information are not visible, that there is not an overarching plan does not mean that a supply chain 

does not exist.  Rather it would indicate that the supply chain is not optimised to its best advantage and 

opportunities exist for improvement. 

Should readers, who initially thought that supply chain was only for manufacturers or distributors of 

physical goods, wish to make improvements in their newly discovered supply chain then the first step is 

to map the network of relationships and understand the roles that each participant carries out.  The 

next step is to consider how the flows of information and value could be improved and whether even a 

simple overarching plan could be implemented to support this improvement.  If the reader is in the 

manufacturing or distribution of physical goods then the same steps apply but with a greater need for 

urgency. 

Supply Chain Risk 
It is a reality of business that from time to time disruptions and problems occur that are more than the 

usual “noise” that keeps us on our toes.  These disruptions can sometimes be significant enough to 

cause a business to fail or to weaken it so that it is unable to achieve its goals and plans for some time.  

The sources of these disruptions are many and varied and later in this paper we will explore the causes 

in more detail.  Importantly research indicates firstly that disruptions are more common than would be 

expected, Aberdeen Research in a recent survey found 80% or respondents had experienced a 

significant disruption in the last 12 months.  Respondents also indicated that they expected disruptions 
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were going to happen more frequently.  When pressed on the reasons for the disruptive supply chain 

events many pointed to the implementation of supply chain “best practices” such as Just in Time, Global 

Sourcing, Lean and Outsourcing.  These practices appear to have led organisations to be less resilient 

when faced with disruptive events. 

The second piece of research found that firms that suffered supply chain disruptions were impacted for 

a considerable period of time.  Kevin Hendricks and Vinod Singhal in their study titled “THE EFFECT OF 

{¦tt[¸ /I!Lb 5L{w¦t¢Lhb hb [hbD ¢9wa {I!w9Ih[59w ±![¦9Σ twhCL¢!.L[L¢¸ ϧ {I!w9 twL/9 ±h[L¢L[L¢¸έ 

found that the effects lasted for more than 3 years when comparing the impacted firm with their peers.  

Significantly the performance versus their peers in a number of key areas was dramatically lower: 

Å 107% Drop in Operating Income 

Å 7% Lower Sales Growth 

Å 11% Growth In Costs 

Å 14% Growth in inventories  

Å 33% to 40% Reduction In Stock Returns vs Benchmarks 

Å 13.5% Higher Volatility in Stock Price 

The types of risk event that these firms were exposed to were quite wide ranging and came from both 

internal and external sources.  Using the publically issued statements provided to the stock exchange 

the researchers found the following split of responsibility for the events: 
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Sometimes when faced with the fact that they operate in a risky world firms decide to turn their 

previous focus on lowering inventory levels using Just in Time or other lean approaches and increase 

inventories.  This can sometimes make a firm more resilient to the shocks the world might throw at 

them but it also might be the source of their risk.  CISCO once famously cornered the market in some 

very expensive components for networking equipment only to be blindsided by a change in technology 

which rendered the inventory obsolete.  This left CISCO with a US$2.0 billion inventory problem.  

Businesses often throw inventory at the problem purely because they don’t know what their risks are. 

This leads us to a common problem with any risk management process which is the different degrees to 

which organisations have knowledge about the possibilities they face.  So thinking about risk also means 

understanding uncertainty.  This problem has been stated with varying degrees of clarity: 

άΧǘƘŜǊŜ are known knowns; there are things we know we know. We also know there are known 

unknowns; that is to say we know there are some things we do not know. But there are also 

unknown unknownsτǘƘŜ ƻƴŜǎ ǿŜ ŘƻƴΩǘ ƪƴƻǿ ǿŜ ŘƻƴΩǘ ƪƴƻǿΦέτDonald Rumsfeld 

άSomething unknown is doing we do not know whatέ.  - Sir Arthur Eddington 1882-1944, 

Comment on the Uncertainty Principle in quantum physics, 1927 

άWhat we anticipate seldom occurs; what we least expect generally happens. “ - Benjamin 

Disraeli 1804-1881, British prime minister. 

“The word "risk" is ordinarily used in a loose way to refer to any sort of uncertainty viewed from 

the standpoint of the unfavourable contingency, and the term "uncertainty" similarly with 

reference to the favourable outcome; we speak of the "risk" of a loss, the "uncertainty" of a 

gain.”  - Risk, Uncertainty, and Profit by Frank H. Knight, Ph.D 1921 

When we use the terms risk and uncertainty in a supply chain risk management context we normally talk 

about a risk as something we can calculate or predict.  Uncertainty is something unknown that can only 

be guessed at.  Before claiming that we need to only get better at “forecasting” it is worth considering 

that forecasts are notoriously inaccurate because of the bias towards the future being very like the past: 
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If we use “back flushing” the present to the past to create an explanation of how we got to where we 

are the forecasting process looks a bit more this: 

 

As we will discuss later the degree of knowledge about the specifics of a likely risk event can alter the 

type of response we put in place.  If it is predictable then we can mitigate the risk, if it is detectable we 

can put in place contingency plans and if we really are like Donald Rumsfeld then all we can do is 

become more resilient. 

The Impact of “Dominant Logic” 
As indicated above it can be hard to take a clear eyed view of the risks that can impact on your business.  

The “Global Financial Crisis” provided a startling number of examples of firms being unable to see the 

real risks that they were facing.  The American International Group Inc, which has not fared well, was a 

(self-nominated) leader in risk management and even maintained a risk-management subsidiary. Its 

former CEO Maurice R. “Hank” Greenberg boasted that AIG had “the best risk management 

[departments] in the industry.” Bear Stearns Cos. promoted their “best-in-class processes in analysing 

and managing … risk”; even the New York Times noted the company’s “carefully honed reputation for 

sound risk management.” Fannie Mae, the Federal National Mortgage Association, touted its “excellent 

credit culture and risk-management capabilities,” and Lehman Brothers Holdings Inc. was proud of what 

its leaders called a “culture of risk management at every level of the firm.” 

Why Do Bad Things Happen To Supply Chains? 
Some might ask why things don’t always go smoothly when a supply chain is well planned and people 

are doing their jobs.  There are a number of theories that explain why incidents occur.  One that is 

particularly relevant to the supply chain environment is the theory of complex and tightly coupled 

systems developed by Charles Perrow.  In writing about tightly coupled and complex systems he 

indicates that failures are inevitable.  This has led to the coining of the term “the normal accident” and is 

known to keep managers at NASA awake at night.  In the Figure below are listed the criteria for defining 



 
 

7 
 

a system as being complex and tightly coupled.  Any supply chain manager will recognise the list as 

describing the situation in even a relatively simple supply network. 

Complex & Tightly Coupled Systems  

Å A System exhibits Complex interactions when it has: 
Å Unfamiliar, unplanned or unexpected sequences which are not visible or 

immediately comprehensible 
Å Design features such as branching or feedback loops 
Å Opportunities for failures to jump across subsystem boundaries 

Å A Complex System is tightly coupled when it has: 
Å Time dependent processes which cannot wait 
Å Rigidly ordered processes (as in B must follow A) 
Å Only one path to a successful outcome 
Å Very little slack (requiring precise quantities of specific resources for a 

successful operation)  
Fig: 

In looking at the list of items above some might ask why there is not a constant stream of disasters 

impacting on a firm’s supply chain.  Again a useful theory to describe what is happening is one 

developed by James Reason (the Reason Model).  In this model Reason describes a series of barriers that 

sit between an incident and safety.  This is illustrated below: 

 

Each of the barriers however has a series of holes through which a potential incident might pass.  The 

holes or “flaws” in systems, procedures and actions of employees can be caused by latent failures 
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(inaction or failure to carryout required actions) or active failures (somebody doing something stupid).   

If the number of flaws in the barriers are serious enough then it is possible that the holes will line up and 

an incident will occur.  Clearly it is the responsibility of the organisation to ensure that the flaws in the 

barriers are kept to a minimum and that the “defense in depth” continues to prevent incidents from 

happening. 

Another consideration is why all incidents or disruptions don’t escalate to a major failure in the supply 

chain.  Again a useful theory to explain this is “Power Law” distributions.  In essence this statistical rule 

explains why in naturally occurring events such as earthquakes why for every 100 grade 3 quakes there 

are 10 grade 4 (10 times as powerful) and for every 10 grade 4 there will be 1 grade 5 (catastrophic) .  

This theory has delivered what in safety management circles is known as the “safety risk pyramid”: 

 

The importance of this theory to supply chain risk management is the concept of managing “near 

misses”.  These minor incidents occurring at the bottom of the risk pyramid can also be seen as failures 

that have not made it all the way through James Reasons barriers.  Organisations should focus activities 

on identifying and putting in place corrective actions for these minor events because if you reduce the 

number of minor failures then you will also reduce the amount of serious and catastrophic incidents as 

well. 

All of the theories discussed in this section hinge on the same point, that is failures are hard to avoid. 

While it may be possible to point to an individual act or failure that is the cause in most cases the 

failures and resulting disruptions are a systemic issue.   

Elements of a Supply Chain Disruption 
As indicated in earlier sections there will in most cases be a series of precursor events that lead up to a 

major disruption and these should not be ignored.  Part of the success of the Toyota philosophy has 

been (up until the most recent debacles) about surfacing problems for corrective action.  This is often 

compared with a more western approach of not highlighting bad news to management.  The benefit of 
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actively welcoming the raising of problems is that the opportunity is there to narrow the base of the risk 

pyramid and reduce the size of the holes in defenses before the “big one” comes along. 

If we move on to the series of events that will occur once a major disruption is underway we find that 

most will go through a simple series of 1) Disruption, 2) Response and 3) Recovery.  The difference 

between a disruption that brings a firm to its knees and one that has a minimal impact is often in the 

recovery phase.  Basically the longer a supply chain disruption drags on the more damaging it will be.  

The types of remediation and actions will be discussed in a later section of this paper. 

 

 

We also need to recognise that some disruptions arrive abruptly with little apparent notice (for more 

discussion on the detectability of sudden events see the work of Igor Ansoff on “weak signals”), while 

others give more notice of their arrival.  In fact there is also a class of disruption that is so gradual that a 

firm can hardly see what is happening.  This type of event is often described as the “boiling a frog” 

analogy.  If you drop a frog into boiling water it will leap out immediately whereas if you drop a frog into 

warm water and slowly bring it to the boil it will fail to recognise its danger as it doses off in the 

gradually warming water.  A gradual increase in price over time or a creeping shortage of a critical 

materials might be a good example (see for example the growing scarcity of “rare earth” minerals used 

in the electronic industry and China’s growing control over these resources). 

Supply Chain Risk Management Planning 
Before looking at the specific actions that can be taken and the specific tools that can be used we need 

to consider the overall approach to managing supply chain risk and disruptions.  Perhaps the hardest 

part is getting people to pay attention to the potential risk when there are enough of today’s challenges 

to work on.  Both management and staff often see working on something that “might happen” is a non 
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value adding task.  Luckily there is almost always a real life example in every industry of an organisation 

that did not address their risk and suffered the consequences. 

As indicated in the illustration below this first stage is a challenge while the following steps once you 

have everyone onboard are just a process.  Also it is important when gaining this awareness that you 

don’t forget your supply chain partners.  They can have a major impact on whether your risk 

management strategies are going to be successful, as shown in the work by Hendricks and Singal over 

37% of supply chain risk events were able to be tied to external supply chain partners. 

 

 

Once we move into the Prevention/Mitigation and Remediation stages we are starting to face the 

choices about whether we try and avoid the problems occurring or whether we just had a pre-prepared 

plan for what we will do if the risk event occurs.  Generally speaking it is better to avoid the event in the 

first place.  To paraphrase a well known saying “an ounce of prevention is worth a pound of 

remediation”.  The process of prevention or mitigation aims to put in place actions that will in effect 

either close the holes in James Reasons barriers or at the very least make them smaller.  Generally it is 

necessary to have some understanding of the potential risk to do this successfully.   

It is also reasonable to recognise a potential risk event as being possible but to in effect “carry” that risk 

by not taking any action to remove the risk.  What is done instead is to set in place a pre-prepared 

Contingency Plan that will be swung into action should the risk event occur.  In these circumstances 

firm’s are still managing their risk but are deciding to reserve action till after the event.  The objective in 

these circumstances is to ensure that the recovery phase referred to in fig.? above is as short and 

painless as possible.  An important factor to consider here is that there is an identified trigger or tripwire 

that sets the contingency plan into action.  There are numerous examples of contingency plans that 
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were prepared but never implemented because the important issue of who, how and when to trigger 

was not defined well enough. 

As mentioned above it is possible to put in place mitigation and contingency plans where there is some 

certainty about the nature of the risk event.  Where the organisation is dealing with uncertainty about 

the possible risks then it can still take action to protect itself even though it may be unsure of the source 

or nature of the risk events.  Organisations do this by becoming more “Resilient”.  In effect they bolster 

the general business factors that can provide protection.  These might include increasing inventories, 

buying back up machinery and equipment or carrying additional staff.  While this might provide 

protection it is also expensive to maintain and may not cover the area from which a risk event might 

come.  This option is the least attractive of the countermeasures that can be taken. 

Considerations in Mitigation and Contingency Planning 
Although the discussion earlier was built around an either/or choice between mitigation and 

contingency if the element of your business is important enough to warrant it sometimes both can be 

applied.  An example of this is with FEDEX who have the essence of their business tied up in “On Time 

Delivery”.  The major risk that they have identified is an aircraft going unserviceable and not being able 

to ship the parcels onboard to meet the schedule and therefore the promise to the customer.  FEDEX 

have put in place two sets of actions: 

Firstly FEDEX have higher servicing standards on their aircraft than the majority of passenger 

airlines.  That is not to say the passenger aircraft take off any the less safe than FEDEX aircraft.  

What will most likely happen with a passenger flight is if it arrives at the terminal fueled up and 

baggage loaded and a fault is found the flight will be delayed until the problem is fixed.  Clearly 

given the importance of meeting the schedule FEDEX cannot afford for this to happen.  What 

they require is that if the aircraft is fueled up and loaded with freight it must be ready to fly with 

no delays.  They therefore spend more time and money on making sure last minute failures 

don’t occur.  This is the FEDEX mitigation plan. 

Recognising that unforeseen events can affect the serviceability of aircraft, FEDEX then have put 

in place a contingency plan.  Every night two empty aircraft take off from each side of the USA 

and fly to the opposite coast.  Should one of the many aircraft cross crossing the country to pick 

up parcels go unserviceable then there is an aircraft in the air ready to drop in and pick up the 

task of meeting the schedule. 

To be effective a mitigation plan for supply chain risk needs to be set up in an environment where there 

is a good understanding of the supply chain.  A firm’s supply chain should not be considered as a “black 

box” which just delivers outputs.  If you don’t understand how your supply chain works it will be hard to 

ascertain the risks or formulate appropriate mitigation actions.  The key thing to look for are weak links 

in the supply chain, this might be a supplier in financial difficulties or a customer who has a propensity 

to change suppliers regularly.   

Responses are as diverse as the risks faced, sometimes the firms supply chain strategy can address 

issues by not becoming too committed to a single supplier or customer.  Alternatively seeking to 
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become closer to a select group of suppliers and customers through collaboration might be the most 

appropriate path.  Whichever approach is chosen it can be important to ensure that the strategy 

adopted does not lock the firm into a fresh series of risk factors.  As mentioned earlier understanding 

the supply chain is critical and part of this is having visibility up and down the supply chain.  With good 

visibility and a good understanding of leadtime it can be possible to set in place mitigation actions 

before the risk event impacts.  It is quite likely that if reviewed properly there will be a long list of 

potential risks.  This were prioritization tools are important and these will be discussed in more detail 

later. 

With contingency plans the first step should always be the same, protect the customer!  Nothing is more 

likely to generate customer dissatisfaction more quickly than interruptions to supply.  This is multiplied if 

the customer can identify that you could have reduced some of the impact on them by better planning 

or more proactive activities.  One failure which is quite common is to over rely on the firms insurance 

arrangements, often these are not set up to provide continuity but rather to replace damage at the 

most economic cost. 

Another important consideration to add to the need for a trigger or trip wire to initiate the contingency 

action is that the plan should be written down and communicated.  A contingency plan is more than a 

vague idea in the bosses head as to what he might do if a risk event occurs.  As well as being formalised 

the plan should also be trialed to prove it out, you can’t expect to be good at it if you don’t practice.  

This leads to the question of “hot” and “cold” contingency.  Hot contingency is a capability that can take 

over from a failed system almost immediately.  Often used in IT systems, hot contingency has a 

duplicate system with up to date files running in a separate location ready to step in at short notice.  A 

cold contingency response to the same issues might be a computer room set up (perhaps a commercial 

operation offering such facilities) which is ready to accept the last set of backups.  It is worth noting that 

80% of business that suffer major data loss without a business continuity plan will go bankrupt within 2 

years (Varcoe, 1993) and this is only one of many sources of risk.  In terms of the physical world holding 

inventory in more than one location can be seen as having “hot” contingency in place. 

Regardless of whether you choose mitigation, hot or cold contingency or just trying to become more 

resilient you must balance the cost and benefit of your actions.  Costs are also related to time with quick 

response potentially costing more to implement but the losses being minimised at the same time.  As 

with many issues of this nature each firm must make its own judgments on the risk and return of their 

actions (or inaction!) 

 

---------ooo000ooo--------- 

Part 2 of this paper will cover methodologies for identifying and prioritising risks and the right actions to 

take to overcome them. 

 


